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Machine learning plays a vital role in understanding threats, vulnerabilities, and security policies in today’s network. In this
talk, two machine learning empowered approaches on improving the security of critical cyber infrastructures and functionalities
will be discussed. In the first work, we aim to investigate the potential attacks against CSI-based user selection algorithms,
reveal the impacts of such attacks, and derive corresponding countermeasures to improve the security of MU-MIMO networks.
Specifically, we develop a machine learning empowered system, named MUSTER, to systematically study the attack strategies
and further to seek efficient mitigation. The second work focuses on activity inference on encrypted network traffic. Due to
the open channel nature, wireless networks are vulnerable to eavesdropping attacks. Though wireless conversation can be
encrypted against eavesdropping, it has been shown that the encrypted traffic may still reveal user’s activities via traffic
analysis. In this work, we propose a machine learning empowered smart spying strategy that can accurately infer a user’s
sensitive activities from the encrypted wireless traffic.
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