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With the rapid growth of Internet of Things (IoT) devices, it is imperative to proactively understand the real-world
cybersecurity threats posed to them. In this presentation I'll describe our initial efforts towards building a honeypot
ecosystem as a means to gathering and analyzing real attack data against IoT devices. A primary condition for a
honeypot to yield useful insights is to let attackers believe they are real systems used by humans and organizations. IoT
devices pose unique challenges in this respect, due to the large variety of device types and the physical-connectedness
nature. We thus create a multiphased approach in building a honeypot ecosystem, where researchers can gradually
increase a low-interaction honeypot’s sophistication in emulating an IoT device by observing real-world attackers’
behaviors.
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