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Quantum computers are presumed to be able to break nearly all public-key encryption algorithms used today. The National Institute of Standards
and Technology (NIST) started the process of soliciting and standardizing one or more quantum computer resistant public-key cryptographic
algorithms in late 2017. Among those candidates, code-based cryptography is a promising solution for thwarting attacks based on quantum
computers. Nevertheless, although code-based cryptography, e.g., McEliece and Niederreiter cryptosystems, have good error correction
capabilities, research has shown their hardware architectures are vulnerable to faults due to the complexity and large footprint of the finite field
arithmetic architectures used in those architectures. This talk will discuss error detection schemes on various post-quantum cryptosystems that
use finite fields, e.g., code-based and multivariate cryptography, proving the high efficiency and error coverage of such schemes, and the
acceptable overhead needed to implement them in deeply-embedded architectures.
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