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Semiconductor supply chain is increasingly getting exposed to Rewerse Engineering (RE) of Intellectual
Property (IP). Camouflaging of gates are typically employed to hide the gate functionality to prevent RE.
Adversaries pewfo'rm RE by deweloping custom softwwre to determine test patterns and analyze the outputs.
We propose a methodology to RE the camouflaged design can be performed by exploiting the features of
commercial/publicly available Automatic Test Pattern Genevation (ATPG) tools. The proposed
methodology can also assess the strength of camouflaging techniques.
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