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This dissertation generalizes traditional models of security policies, from specifications of whether
programs are secure, to specifications of how secure programs are. It is arqued that the
generalization provides several benefits, including that it serves as a unifying framework for
disparate approaches to security metrics, and that it separates—in a practically useful
way—specifications of how secure systems are from specifications of how secure users requirve their
systems to be. To demonstrate the usefulness of the new model, policies for mitigating injection
attacks (including both code- and noncode-injection attacks) are explored.
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