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Information systems generally involve storage and analytics of large-scale data, many of which may be highly sensitive (e.g.,
personal/medical information, financial transactions). Thus, it is critical to ensure that these systems not only provide essential
functionalities at large scale efficiently but also achieve a high level of security against potential cyber threats. Unfortunately, there
are significant research challenges in offering security and privacy for such information systems while preserving their original
functionalities and efficiency (e.g., search, update, analytics). Hence, there is a critical need for efficient cryptographic protocols
that can address data privacy versus utilization dilemma for real-life applications.

In this talk, we will present our new series of privacy-enhancing technologies toward enabling breach-resilient and functional
information systems. We target privacy-preserving data outsourcing applications featuring critical functionalities (i.e., data query,
access control) with a high level of privacy. Specifically, we will present our proposed oblivious access techniques that permit the
client to hide the access patterns efficiently when accessing data remotely in the presence of active adversaries. We will then
introduce our new oblivious data storage platform, which harnesses Trusted Execution Environment (TEE) such as Intel-SGX to
enable concurrent access from multiple users over the shared database with high throughput, low latency and high level of privacy
guarantee (e.g., confidentiality, integrity and concealed access pattern).
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