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In the field of cybersecurity, the top-level management make use of metrics to decide if the organization is doing well to
protect itself from cyber-attacks or is in tatters leaving itself susceptible for the vast threats looming around. Not only
that but the metrics are even used to measure the performance of the security team. I scrutinize one of the leading security
score providers for the way they detect botnet infection. Botnet infection is a part of compromised system group in their
score card categories which amounts to 55% percent of the total security score. So, it becomes essential for the security
score providers to have the right method of grading a company since it will have an impact on how they use their resources
to protect itself from outside threat and the insurance premium they pay to cover any successful cyberattacks. I have
found out that the data on which the botnet infection vector is graded has false positives. I shed light on security analyst
and security team on a whole in their role in making decisions according to the security score. It is even the duty of the
Security team to work ethically, that is, the aim should not be to improve the security score rather the aim should be to
protect the organization from outside attacks and if it happens to increase the security rating then be it so.
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