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Abstract: In this talk, | will review our recent efforts to study the leakage of online users' private
data on the web via different advertising protocols such as the real-time bidding and cookie
synchronization. Extracted from a large corpus of mobile user web activity, several findings will
be presented, including what type of personal data are exposed, entities involved, factors
influencing the intensity of leakage, etc. Based on these studies, our recent efforts to improve
online user awareness for such privacy leakages with practical web tools will also be covered.
Furthermore, an analysis of a large dataset of network activity logs of mobile users will be
presented, in an effort to assess the potential of identity leakage of mobile users. In particular,
spatio-temporal fingerprints are built on the network activity data, which can then be used to de-
anonymize network users in time and space. We discuss factors influencing the potential leak
and ways to reduce it.
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