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Security analysts make critical decisions in their tasks based on hunches that vesult from years of on-thejob
experience. These hunches or tacit knowledge is critical for security researchers to develop useful tools and
algorithms. In this work, we demonstrate participant observation from cultuval anthropology as an effective
methodology to access tacit knowledge among security analysts. Usable SOC tool building also vequires a
researcher to reconcile both attackers’ and defenders’ native point of views of a security problem. We
demonstrate the effectiveness of our approach using a case study of a phishing detection framework
developed during our fieldwork.
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